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ThinkTankl FEDS-SGARD 1 ThinkTankl FEDS-SGARD 2 ThinkTankl FEDS-SGARD 3
Small Form Factor "Tiny Tower" Mid-Tower/ATX Chassis 4U Rackmountable Tower
With Intel Core i5-2300K 2.8GHz CPU With Intel Core i7-2600K 3.4GHz CPU With 2 Intel Xeon X5600 2.8GHz CPUs
ThinkCP P/N#: TFS-SGARD001 ThinkCP P/N#: TFS-SGARD002 ThinkCP P/N#: TFS-SGARD003
0verview either. For example, one case is known in which a large public
institution suffered losses to due a worm infection that
There is an essential rule that most security experts tend virulently attacked their entire enterprise infrastructure. The
to agree with - “carrier” in this case was a user who did not realize that their

personal USB flash drive was infected. Maybe they were just
trying to print out some family pictures at work, even though

“As an infrastructure grows in complexity - the organization had an official office policy against using
the less secure it becomes.” personal USB drives on work computers.

Think EEDS-SGARD Secure Client Workstations - The Think FEDS-SGARD Secure Workstations provide practical

Designed to Assist I.T. Managers in Protecting The Enterprise security measures to help protect against “Malicious Insider”

from Client Vulnerabilities attacks by reducing common vulnerabilities within
client-network workstations. All ports and points of access

o Secures Client Authentication via outside the network are effectively blocked, while data

Smart Card Reader (Token Authentication) maintained within the system — or outside the system - is

o (_iuards Assets by Enhancing Protection of Intellectual encrypted in a reliable encryption format.

Property and Customer Data Files
o Access Restrictions Controlled by Physical Barriers

Help Enforce Organizational Policies Integrated Security Featuress
 Reduces Risk of Exposure to Malicious Code .
« Deters Data Theft & File Corruption e FIPS 140-2 Encrypted Data Protection

USB Port Blocks & Device Port Interlocks

Smart Card Reader for Enhanced Client
Authentication (Optional)

External FIPS 140-2 Encrypted Hard Drive (Optional)
Enclosure “Anchor Locking” and Tamper Seals

Events over the last several years indicate that “Malicious
Insider” attacks are on the up rise and have been at the root
cause of some of the broadest security breaches in history.
A “Malicious Insider Attack” may not always be intentional
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Anchor Lock
Assembly

Rear Device Locks
& USB Port Blocks
(Sample Setup Using
FEDS-SGARD 1)

Rear Assembly with External FIPS
"Anchor Lock" 140-2 Hard Drive
(Sample Setup Using (Optional)
FEDS-SGARD 1)

USB Front-Side Blocks Internal or

& Optional CD/DVD ROM External

(Sample Setup Using Card Reader
FEDS-SGARD 1) (Optional)
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